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Objectives and challenges

* Technological

* Design a Security Model suitable for secure and interoperable
communications under crisis.

* Research challenges for SECRICOM information security management
solutions:

Heterogeneous communication infrastructure from independent civil forces

Border cross distributed interoperable infrastructures in cooperation

Dynamically reconfigurable security settings for diverse communication-data

excha nge contexts

Seamless operation for the end-users

* Pragmatic

* Challenges of engaging with end users in such a way that meaningful
requirements were obtained




Security model approach

* |ntelligent security framework and middleware services for
adaptive information security management.

* Increased scope for asset protection: information protection mechanisms,
access control and usage policies, scalable network architecture, auditing
tools, and security assurance monitoring.

* Improved detection and network forensic solutions: new traffic patterns
and enhanced event correlation mechanism.

* Enhanced reaction for hostile environments: control mechanisms for
traffic blocking, alternative routing and isolation.

% Fast recovery for crisis critical communications: quick and efficient
recovering plans and mechanisms.
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Tasks breakdown

* T9.1 Threat analysis and challenges for dynamic
heterogeneous communication infrastructure
domains

* T9.2 Security Mechanisms and Protocols

* T9.3 Security Model and Service Definition




T9.1 Threat analysis and challenges

* Qverview

Analyze SECRICOM security framework and potential security
threats and perform a risk assessment

* Deliverables

D9.1 SECRICOM Security requirements (M34)

T9.1 Achievements -

SECRICOM system operation analysis.

SECRICOM critical networking, information and operational /
assets analysis.

Threats identified, Vulnerabilities analysis, risk

assessment, risk treatment requirements & security /
management requirements available.
SECRICOM communications continuity plan established /

* Highlights: Users oriented security workshop’s resulting
report




T9.2 Security Mechanisms and Protocols

* Overview

Define enhanced security policy mechanisms for multi-
domain environments

* Deliverables

D9.2 SECRICOM Security Mechanisms and protocols
(M34)

T9.2 Achievements n
Security requirements analysis ‘/

Security mechanisms and protocol specification
delivered




T9.3 Security Model and Service

* Overview
Enhance security management automation

Information consolidation middleware for enhanced
recovery and fast reaction of critical communications

* Deliverables
D9.3 SECRICOM Security Model Definition (M34)

T9.3 Achievements -

Security model specification

Security model supporting tool

AN




Achievements

* Basic and coherent approach to information

security management model
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Achievements

* Security Monitoring and Control Centre SW
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Achievements

* Security awareness and control services
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Achievements

* Cross-check risk analysis and requirements
with end-users -

* Methodology

e

Risk assessment process to security requirements

From Information Exchange Requirements to Assets
identification

Discussion towards expected results
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Achievements

* Cross-check risk analysis and requirements with
end-users
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Conclusions

* SECRICOM system operation analysis &
Threats identification and security management requirements

* Security requirement analysis
* SECRICOM security model definition (4

* Security model supporting tool deployment and

components integration (4

Security information collection and security status

monitoring
Active control mechanisms
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Conclusions

* Hardening of individual component
* Network protection
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