SECRICOM

Presentation to the
BAPCO National Conference

Mr Rich Edwards MIET, and
Dr Ahmed Aldabbagh CEng MIET

Ve ~
QinetiQ 7
www.QinetiQ.com

SEVENTH FRAMEWORK
PROGRAMME



* X * **
Presentation objectives SECRICOM

* Introduce the Project
Infrastructure

« Approach Taken

Chip-level security

. Aspec_:ts of User TR T T
Requirements —

« Architectures and S Reaibrabie Connoiticn
Technology S SiiatsRubnL TATTEEtE iR

« Wrap up

connection terrestrial network 2

4

2 SEVENTH FRAMEWORK
PROGRAMME



Key Project Facts SECRICOM

« Seventh Framework
Programme — FP/

* Wireless Communication
for Crisis Management

— Multi-Agency/Multi-National

o

Infineon
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- End date: 30 April 2012 *Nextel: ||||| |||
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 Total cost ~€12.5M
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Aims SECRICOM

* Provision of secure seamless communications for
emergency agencies at times of crisis

« Enhance interoperability among heterogeneous secure
communication systems

« Enhance interconnectivity between different networks and
User Access Devices

« Exploit existing communication systems

 Interface towards emerging SDR systems in a generic
manner

« Mitigate the key capability gaps faced by users of existing

systems ?
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Business Stakeholders SECRICOM
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Principle of Crisis Management SECRICOM

Quality

Command
and Control

Information




Project Approach SECRICOM
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User
Requirements

6 Saarere Technology
development
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Demonstration
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Top level User Requirements

Preserve Life.
Minimise damage to
property.

Minimise disruption of
communities.
Preserve evidence.
Preservation of the
environment.
Restore normality.

v

1.0
Crisis

Strategic
Intentions

SECRICOM

1.2
Command
and Control

121

Direct logistics

1.2.3
Influence and
inform
Media

1.2.2
Resource
Deployment
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Core Functions SECRICOM
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Scenario

SECRICOM

4 T A T Vignette
Ime
0 Hours 72 Hrs
I I +18 48Hrs Air Sea _
+8 +10 > Rescue Risk Assess
_ Aid Vit
+8Hrs Establish id Victims

Strategic Command
(Fixed)

+10Hrs Establish
Incident Command
(Nomadic)

+18Hrs Establish
Ground Command
(Mobile)

11

Protect Environment

— Media briefing / monitoring >

Start Dead +
Evacuation Survivors Investigation —
Harden Where to?

DEIEnGEs I dentity (DVI)——JESiRIAEEN .

Damage
limitation
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Analysis of User Requirements  secricom

IERSs developed
from Scenario
activities

: 1

Unconstrained

User Requirement
For

InformationsExchange



IER Capture SECRICOM

« User team exercise — September 2009
« Captured over 700 IERs linked to Activities

* |[ER Key Information criteria:
— Source & Destination
— Information Type (e.g. Voice, Messaging)
— Size (linked to Information Type)
— Timeliness (“worst case time to delivery”)

« Additional Information required:
— Criticality
— Confidentiality
— Other analysis attributes (e.g. Business Function)

0
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Use Case (Vignette Example)

Chemical Plant Explosion

)

1.0
Manage chemical
plant explosion
and
noxious cloud
incident

-/

SECRICOM
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1.1
Incident
Containment

-
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Preservation of
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First responders
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1.4
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Environment
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Preservation of
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Evidence
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1.6
Maintenance of
Diplomatic
Relations

M

1.7
Preservation
of
Public Order
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Preservation of Life 1.2

12
Frecannof
frate

SECRICOM
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Task Flow Diagrams

GREEN = Data (File / Imagery
Transfer)

Blue = Messaging

GREY = Data Source / Web
(Update / Retrieval)

BLACK = Video

RED = Voice

Crisis Management
(“Standard Operating
Procedures’):

Briefings / Liaison:-
* Inter-Agency

* Intra-Agency

* At all levels

* Inc. Cross Border

Dissemination of Information
(Weather / News / Hazmat /
Medical / Positional)
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IER Summary
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700+ IERs Captured
during Main exercise
and subsequent user
engagement:
— ~50% Voice, ~25%
messaging (data)
— Mostly medium
criticality
— ~/5% are
Restricted, ~8% are

of a higher
classification

— ~60% relate to
Situational
Awareness activities

SECRICOM

Communications Service

I File transfer
B Messaging
B Video

B Voice

0O Web senices

Criticality

B Essential
O High
B Medium

W Low

Activity Type

B Command &
Control

@ Situational
Awareness

Confidentiality

O Unclassified
B Restricted
O Confidential
0O Secret

QinetiQ

www.QinetiQ.com
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IER Summary SECRICOM

« Similar data type ratios across most nodes
— Mostly Voice,

— However data type of Information Exchanges account for
significant proportion of IERs at lower level nodes

100%

60%

= Data (File / Imagery Transfer)
Blue = Messaging
GREY = Data Source / Web (Update /
Retrieval)
BLACK =Video
RED = Voice
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IER Summary SECRICOM

e Most

communications

within own agency e
(Intra-Agency) — NN R RRRRRRRRRRRE]
~60% of IERs

* Inter-Agency

account for ~25% of
IERS
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Key Findings SECRICOM

* Voice remains (~50%) Messaging (~25%)
« Use of voice and data Is inversely proportional between Strategic
and Operational levels

* Intra-Agency communications is key at all levels of command

* Inter-Agency communications account for nearly a quarter of all
IERSs for any node

« Situation awareness is the greatest proportion of IERs (~59%)

— Ratio of C2 to Situational Awareness is close to 3:2 due to voice & data
versions of the same IER (i.e. voice command backed-up with data type
IER).

* Voice remains most significant IER data type for both C2 and

Situation Awareness however Situational Awareness demands a
greater use of non-voice data types

BRITISE;
PUBLIC
i |\'
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Applications: Current & Future  SECRICOM

Information Exchange Type
Application File Transfer | Messaging Video Voice Web Services
Mobile Office Yes Yes Yes Yes Yes
Images Yes Yes Yes
Biometric Data Yes Yes
Number Plate Recognition Yes Yes
Mapping and Location Services Yes Yes Yes
Remote Database Access Yes Yes
Personnel Monitoring Yes
Sensor Devices Yes Yes Yes
Remotely Controlled Vehicles Yes Yes Yes Yes
Non-Real Time Video Yes Yes
Non-Real Time Voice Yes Yes
Real Time Video Yes Yes
Real Time Voice Yes —
Collaborative Tools Yes Yes Yes Yes Yes
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Critical IT Infrastructure SECRICOM

Critical IT infrastructures require Business Operations

resilience to support business

continuity during critical/non-critical |

business operations: Information
Manipulation

— Robustness during stressed times and Storage
— Robustness against natural failures

— Graceful degradation:
by design and not luck

Business—»

Users

Services

Resilience Required

Infrastructur

Network Information
Transfer

Communications

QinetiQ)

ww. Qineti.com

0
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System Requirements for SECRICOM
Networks and Communications

Requirements

Implications

IP Support for Requirements/Implications

Functionality

Multi-Services

Ability to Support Multi-Media and Data Services that
Underpins the Applications mentioned previously

Connectivity

Coverage

Standard Technology with the Highest Penetration
into Government IT combined with Wireless Technology

Capacity

Scalability through a Vast Address Space

Projection into

Nomadicity and Mobility is well Supported aided by

Theatre Supporting Wireless/Mobile Communication Technology
Resilience Resilience is Achievable through Standard Techniques
Reliability _ _
Security Matured VPN Technology either End-to-End/Otherwise
Interoperability | Highest Penetration into Government, UK and EU-Wide
Deployability Cost Effectiveness through Diversity of Suppliers Leading

Cost

to Vendor-Unlocking and Support for Multi-Services

23
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Ubiquitous Services to SECRICOM
Support of End User Applications

Avoidance of reliance on a Ubiaurous |—

single comms system/provider \7 R\ /3 R\

— Make simultaneous

v
Coverage Resilience .m

www.QinetiQ.com

use Of TETRA, 3G, GSM, ‘ Capacity — | Multi-Bearer Standards
WiFi, WiMax, Satellite, N\
SDR, etc Multi-Service Interoperable Cost

Usage of open/non-proprietary standards
— Network: IPv6 as the principle standard for networking
— Wireless: 3G, GSM, WiFi, WiMax, TETRA, Satellite, etc

— Fixed: Ethernet

0
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Projection of Networks and

i | L SECRICOM
Communications into Crisis Zone

Crisis Zone

Assumption: Networks and
Comms don’t Necessarily

Projected
Comms Networks
into Crisis Zone

L . . Networks/+
Survive in the Crisis Zone. Communications Projected
Comms Networks
for Regular ally into Crisis Zone

Need the Ability for Networks EVEMES,
and Comms Re-Establishment

— Multi National, and

Projected
Comms Networks
into Crisis Zone

................
--------------
_______
_______
" -
-
-

— Multi Agency. s
'." L4 Y “',
".‘ Share Identical Experiences _.:
. in terms of Business Applications and o
User EXpe rrence. It Interactions with Information Services
’om‘ ____________________________________________________
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IP Support for C2 SECRICOM

Centralised Command
Decentralised Execution

- Different C2 Structures
for Different

— Agencies } VAN SN
— Operations HAANAAN
e.g. multi-agency 00— ———

Fully Centralised

De-Centralised C2 Collaborative C2

, Y
, .
0 .
.
S )
)

« |P Supports all Types N
of C2 Structures with Q Q
Soft Configuration T

RISV OV

__________________________

l
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Services, Access Devices and Bearers SECRICOM
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e ™
End User Services

PTT Voice

Telephony

Data

Video

Future
Services

-

Access Devices

\

Hand Radio

Phone

Laptop

Desktop

PDA/Tablets

Bearers

TETRA Network

VHF/UHF

GSM/3G/LTA

WiMax/WiFi

Satellite
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In-Service Systems

e ™
End User Services

PTT Voice

Telephony

Data

Video

Future

Services
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g
Access Devices

\

Hand Radio

Phone

Laptop

Desktop

PDA/Tablets

Bearers

TETRA Network

VHF/UHF

GSM/3G/LTA

WiMax/WiFi

Satellite

SECRICOM

TETRA
System

0
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System Requirements for

Networks and Communications: High Level View SECRICOM

The Networks/Comms System
Architecture Allows:

it
C,
E
Viet/Emal

*Technical Interoperability:
Able to extend comms
across different agencies
and countries.

Collection of IP Traffic Bearers
Providing Connectivity + Resilience
(Wired + Wireless)

«Service Extensibility:

Able to extend comms into
the crisis zone and/or areas
of poor coverage.

i
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SECRICOM Plan SECRICOM

Tools PTT Voice VolP Email
ervi i Service Service

||
]
Inforn ation System

Support Agencies
(Hospitals, Depots, e
_______________________ |pfen-=-= o Q-]
IP P IP
Local Authorig Utilities
1P
SECRICOM Netw: 4/6):

Coﬂectron' of Wire 2 ireless IP_ Bgarers ROV son e )
Communication P Providin: silient Connectivity H :
Centre Iz :

Ut VHFAUHF  35/Gsm WIFIWiMax/LTA o 5 |

& E

p x 1 oy 5

% { Mobile Phones %y i Laptops + PDAs [

&
&

L

Access Devices! Stratedlic

\

g Cross Border

Responders

e.g. Police, Fire,

Ambulance etc o
-.";;

Qineti QI
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Technology and Capability SECRICOM
Demonstrator (TaCD) — Selection

Multiple Bearers and Networks:
Fixed, Mobile, Satellite, TETRA,
GSM, 3G, WiFi, WiMax, LTE, SDR, etc

‘I A\ ARDACO )
‘ ' (Slovakia)

www.QinetiQ.com
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System Requirements: Security/

. . SECRICOM
Confidentiality
This is being tackled in two ways:
— End-device to End-Device; and Node to Node
-';};;A}'N’;;;;a;e*---..\__‘ QinetiQ

nnnnnnnnnn
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System Requirements: Security/

. SECRICOM
Integrity
System Integrity: is the terminal/computer platform you are
using being breached? Has the platform integrity been
compromised?
— Malware, Trojan horses, etc

‘Information Exchange Integrity: in a multi-agency/multi-
national scenario, how is ‘trust’ established in an agency’s
database?

— Issues:
* |Is the query made from a trusted entity?
» Should the requesting entity be given access to this info?
* |Is the information in the response trusted?

4

33 SEVENTH FRAMEWORK
PROGRAMME



Communications System

. . SECRICOM
Requirements: Integrity
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http://www.ui.sav.sk/

SECRICOM Future Plans
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SECRICOM
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SECRICOM Network (IPv4/6):
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http://www.nextel.es/

Concluding Remarks SECRICOM

 Abillity for responders to operate across different
European emergency
services / responder
agencies as one
cohesive unit at the
time of a crisis

e Secure communicatiori
system during a

crisis with technical

interoperability & resilience built into the design 7

GSM SDR System Wi-Fi Tetra
network 1 connection terrestrial network 2
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SECRICOM

Thank you for your attention
Visit SECRICOM at Stand 217a
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