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Terrorism, major industrial accidents, natural disasters...

...unpredictable catastrophic events...
...require innovative and affordable solutions for Public Safety Agencies
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and their first responders...
|

A key aspect in helping to recover?
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Communication system \

Operating
Integrated
Secure
Reliable
Stable

Any solution to this challenging requirement?
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SECRICOM

EU CRISIS MANAGEMENT

REFERENCE SECURITY PLATFORM

Project in FP7 — Cooperation — SECURITY theme
Duration 44 months: 9/2008 —4/2012
Consortium of 13 partners

Budget 12,46 mil €




secricom Objectives

(A) Solve problems of crisis communication systems

Extend their interoperability

Decrease the vulnerability against misuse
Enhance the possibilities to recover from failures
Alternative data carrier introduction
Deployment and operational costs reduction

(B) Add new smart functions to existing services

Easier instant information gathering
and processing
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secricom Implementation plan

Analysis of crisis management and communication
6 months

Analysis of technologies

6 months

Design and development of infrastructure
36 months

Incremental itegration + demonstrations
24 months

Exploitation = Sales & Deployment

During and after the project lifetime
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secricom Infrastructure

SECRICOM

Infrastructure

=]
-l

GSM
network 1

Interconnectivity

Restorable connection

Smart agent infrastructure

.3.
>

-
Walkie-Talkie Wi-Fi Tetra
connection terrestrial

GSM
network 2

| |
) | I
{ | )
.I ) )
[ W
{ ||
| ) )
| ) |
| ) )
I |
[ | | A—
[ [ SEVENTH FRAMEWORK
| | PROGRAMME



secricom Infrastructure

(1) Secure encrypted mobile group communication

(2) Trusted hardware security enhancing the confidentiality of users

(3) Improved interoperability among various existing systems

(4) Smart distributing system introduction
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Ardaco technologies — SECRICOM PT
SECRICOM
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secricom Ardaco technologies — SECRICOM PTT

Secure team communication (mobile and PCs)

One —to—0One
One —to — Many
Command rights

2 Brian HMay, Fredie Mercury

& BrianMay
& Fredie Mercuy

| 9 &, Y al

dlx & X |

Menu

You are speaking

m Chat Pictures

Chat(0) Imagesz(0]

For security reasons the woice playhack is tumed off. if youwish |#)
to listen or speak in this conversation please click the 'Activate
audia’ buttan.

[20:34:32]: "Fredie Mercury" has joined the conwersation

) "

NOKIA E75

£ Fredie Mercury adi}
. 0
line
& Brian May
” Brian May
® Roger Taylor




Full duplex call
Push-to-talk call
M e S S a g i n g : Fredie Mercury 1853 Roger Taylor [14:03:15]:

5 4 Of course, I will. Overal CAPEX is increased
Online by 200k Euro in the last edition, I will upload

it at 5PM.

Brian May [14:01:36]:

I know, Fredie, I am working on it. Roger

should send me new budget table in order to

complete my side.

# ’ ' Fredie Mercury [13:57:52]:

Text to send

Chat history

Fredie Mercury [14:05:15]:
Agreed.

© i

Brian May

= Brian May, Fredie Mercury

Brian, Roger - just to remind you we have to

& Brian May
& Fredie Mercury iy J all

Connected

Chat[4] | Images0] ]
| know, Fredie, | amworking an it. Foger showld send me new |4
budgettable in order to complete my side. =

Roger Taylor [14:06:26]: 4 &
Of course, | will. Cveral CAPEX is increased by 200k Euroin
the last edition, Twill upload it af 5P A e 5 ol incle

Fredie Mercury [14:08:27]: : =

Agreed, \ 7 rars 8w wxvz9
\ ¥+ 3 O_.@ o3x#
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secricom Ardaco technologies — SECRICOM PTT

Drawings sharing

Pictures sharing

Chat(0] |' Images(1]

From: Brian b ay
B Time: 1350
Size: EEEFER
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secricom Achievements (1/3)

SYSTEM REQUIREMENTS

In-depth analysis of external and internal system
requirements performed
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SECRICOM PTT MODULE = SILENTEL

Communication system using IP protocol

Secure encrypted push to talk based voice, multimedia,
instant messages and control data transmission

Available for assorted devices such as mobile phones,
laptops

Available for variety of mobile and fixed networks (GSM,
UMTS, LAN, WAN)

Universal interface - SECRICOM to the other
communication systems is planned (TETRA, TETRAPOL)




secricom Achievements (2/3)

SECURE AGENT INFRASTRUCTURE (SAl)

Software services design with agent-like features

SAIl will be executed on secure devices - secure docking
stations (mobile phones and laptops)

Software agent has features used for enactment of
certain processes

SAIl will help to semi-automatically generate plan of crisis
situation resolution

SECURE DOCKING MODULE (SDM)

Single-chip security device that protects the information
to provide security for agents that dock on to a trusted
agent network

SDM design is based on Trusted Computing principles




secricom Achievements (3/3)

SECRICOM READY FOR IPv6

SECRICOM modules should be eligible to cope with an IPv6
environment

Modules should be capable of handling this protocol taking into
account defined Quality of Service

Impact of IPv6 to SECRICOM was studied and described in details

FUTURE WORKS

Testing and further development of the SECRICOM component
Technology and Capability demonstrator
Network services/Monitoring and Control Centre definition

SEVENTH FRAMEWORK
RRRRRRR



secricom Consortium (1/3)

Project Coordinator
Internetwork interfaces, interoperable, recoverable and extendable network

QinetiQ

Technical Coordinator
A\ ARDACO . -
Secure wireless fault tolerant communication

@ Technical specification
Including testing and dissemination strategy

burmar

.(
@eon/ System chip design
technologies

Communication scenario
Including testing and dissemination strategy
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secricoM Consortium (2/3)

—— Docking module design
Internetwork interfaces

Inspire the Next

artrendsﬂ Security analysis
Intellectual property affairs, chip-level security

ranl TS5
'DUULC "

,a {“ End user view

a }; Crisis scenario specification, end user view and dissemination
“: SAFI‘.T I

- TT - Administration

i l o

Administrative tasks, development of system

e-technologies & business
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secricom  Consortium (3/3)

UNIVERSITE DU
LUXEMBOURG

SSD
ledr

IAIK T

Grazm

. Institute of Informatics
Slovak Academy
of Sciences

IPv6 study

IPv6 based secure communication

Dissemination
Leadership, research

Secure Docking module
Design and description

Secure Agent Infrastructure
Theoretical background and secure agent infrastructure
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SECRICOM

|\ \Thank you for your attention Dakujem vam za pozornost
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Projekt SECRICOM bol podporeny z financnych prostriedkov
Eurdpskej unie sumou 8 606 791 €. Grantova zmluva FP7-218123.




