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Presentation objectives SECRICOM

Outline Stakeholder requirements

Introduce the project
— Define SECRICOM

— Vision

— Programme & Partners

Introduce the approach taken

« Give examples of architectures and technology
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Business Stakeholders SECRICOM

International Border




Interoperability

Definition:

The capability of two or more
organisations or discrete parts of
the same organisation to exchange
decision-critical information

and to use the information

that has been exchanged.

Clearly, interoperability ranges
from organisational to technical
aspects all of which must be
‘harmonised’ in order to
achieve full interoperability.

Layers of Interoperability

SECRICOM
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SECRICOM Project SECRICOM
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Project Overview SECRICOM

Dissemina- N
tion External interface

(WP 11)

Project management (WP 1) Overall supervision

Integration (WP 7) Demonstrator creation (WP 10) Building
Communication Control Centre (WP 9)
Enhancements
IPV6 Secure Communication (WP 6)
Secure Secure Secure Interoperable
Wireless Agent Docking Recoverable
Communica- Infrastructure Module And
kan Extendable Four technological pillars
Network

(WP 3) (WP 4) (WP 5) (WP 8)

System Analysis and Design (WP 2) Foundations
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Consortium SECRICOM
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Vision SECRICOM

 Ability for responders to operate across different
European emergency
services/responder
agencies as one
cohesive unit at the
time of crisis-level
emergency

@ | 9 - -

 Secure infrastructure @ ...
for communication RS -

during a crisis with technical

interoperability built into the design 7
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Alms SECRICOM
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Exploit the existing communication systems

Enhance interoperability among heterogeneous
secure communication systems

Enhance interconnectivity between different
networks and User Access Devices

Interface towards emerging SDR systems

Mitigate key capability gaps faced by users of
existing systems
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Approach SECRICOM

User Requirements




Related EU Projects SECRICOM
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EULER
European software defined radio for wireless in joint security operations

U-2010 - http://www.u-2010.eu/
FP6 funded project creating a vision of ubiquitous IP centric Government & Enterprise Next
Generation Networks

PSC Europe - hitp://www.publicsafetycommunication.eu/

Forum for Public Safety Communication Europe has been established in order to facilitate
consensus building in the area of public safety communication and information management
systems.

OASIS Project - hitp://www.oasis-fp6.org/

The OASIS Project addresses the Strategic objective, "Improving Risk Management", of the
second call for tender of the European Commission FP6 Information Society Technologies
program.

CHORIST - hitp://www.chorist.eu
FP6 funded project Integrating Communications for enHanced envirOnmental RISk management
and citizens SafeTy-

OpenTC - hitp://www.opentc.net/
The Open Trusted Computing (OpenTC) project targets traditional computer platforms as well a
embedded systems such as mobile phones.
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User
Requirements

SECRICOM

Enable the user to clearly
understand their objectives
and/or command directives

Expressed in terms of what
the user wants to achieve

Discourages users from
being seduced by technology

0
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Principle of Crisis Management SECRICOM

_— Quflity

Command
and Control

information Crisis Situation ik
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Typical Information Exchange SECRICOM

ED CEPgamp

Local Authorities @

‘ ECRICOM
@J Armed Forces

@ Govt Agencies
Coast Guard
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****‘*

Typical C2 for the Emergency :
Services

*
Seamless Communication for Crisis Management

Extends across
international
borders

Extends across

different

agencies

PROGRAMME



High Level User Requirements

Preserve Life

SECRICOM

L 1.0
Minimise damage to property Crisis
Minimise disruption of < ISttrautajgic
. ntentions
communities
Preserve evidence
Preservation of the
environment
Restore normality
1.1 1.2
Situation Command
Awareness and Control
[ I | ] [ ]
1. 1.1.2
Assels1m1fent0f Resources 1.1.3 . ;:“L " 115 1.1.6 Y 1.2.2 1.2.3
Casualties, What, Resource sl Ll U Monitor Media e Resource Influence and
Hazards, where briefin P2 1) Live and RiSciey e Deployment inform
Ermer. Senioss status (top d vg\]m Maps, Plans, Incident Log Public uploads ’ Media
& Incident type (bottom up) Op down) Images etc
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Capability Gaps - illustrative SECRICOM

SECRICOM
added value

Scope of User Requirements
Security

Resilience

Seamless

Interoperability

Audit trail

User Requirements met by

Existing Infrastructure / Systems Real time
inventory
tracking

Rapid

deployment 7
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System
Requirements
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SECRICOM

Derived from the user
requirements

Concerned with the minimum
required functionality necessary
to meet the user requirement

Expressed in an appropriate
fashion, e.g. tree and/or
architecture diagrams

Must take existing systems into

account
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Example of Procedure SECRICOM

Preserve Life
Minimise damage to property

1.0
Crisis

Minimise disruption of > Strategic
. Intentions
communities
Preserve evidence
Preservation of the
environment
Restore normality
1.1 12
Situation Command
Awareness and Control
1 1 1 1 1 1 1 1
. 111 » R1-1-2 113 114 - 122 123
ssessment o esources olla . 1. 2. 2.
; Archive data 1.1.5 . . 1.2.1

Casualties,

e V\:]hat, Re.sofl.Jrce Hazord info Live Momtor(lj\/ledla Direct logistics DReisourcet Inflge:ce and
Access, Loc™, where, briefing Maps, Plans Incident Log an eploymen inform
Emmelr. Services status (tOp down) ’ 7 Public uploads Media
& Incident type (bottom up) Images etc
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Derivation of System

: SECRICOM
Requirements

1.1.4
Access to Agency
Archive Data

1.1.4.1 1143
Cont. Plans/Maos/ 1.1.4.2 Confidential Data —
: P Hazard Data Secret, Patient,

Documents/Images
Personal etc

1.1411((11.41.2 1“203)':63 11414 11421)(1.14.22 1|\'/|1£i|2é3 11424 11.431(11.14.3.2 1|\'/|1£i|?;3 11434
Fax E-Mail CAD Fax E-Mail CAD Fax E-Mail CAD
Data Data Data

| |
1.1.41.211.1.4.1.2.31.1.4.1.2. 1.1.4.2211.1.4.22.41.1.4.2.2. 1.1.4.3.2.11.1.4.3.2.41.1.4.3.2.
Intranet | | Extranet | | Internet Intranet | | Extranet | | Internet Intranet | | Extranet | | Internet
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Core System Functions

SECRICOM

)
2.0
Perform
Core System
functions
-/
| | | |
4 N [ I 23 N [ N [ N [ N O N [ I
Searﬁless 24 2'_5
2.1 2.2 |nter0perabi|ity_ Mai . Qua“ty Of 26 2.7 28
. aintain ; . o .
Provide Secure Intra Agency, e service No impact on Resilient Provide
. . n - = |nter . . o . s .
Audit trail Confidentiality) Agomay & of message (Timeliness) operations (Availability) Risk Flags
Inter State
o 2N J o 2N 2N N\ 2N J
| |
) 4 N [ 259 I
2.2 2.5.1 A
Provide " requirement
.. Intuitive to
Decision log to
users .
configure
In the field
- N N
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SECRICOM

System Architecture and
Solution Technologies

Clear Need for Communications that can be relied upon, that is both
Ubiquitous and Interoperable

) 0
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Communications System
Architecture

SECRICOM

 Ubiquitous communications requires usage of as many
communications, and avoidance of reliance on a single system

— Make simultaneous use of 3G, GSM, WiFi, WiMax, Satellite, SDR, etc

— Aim for seamless switch over with minimal impact to user/business

» Interoperable communications requires usage of open/non-
proprietary standards for system, hardware and software

— Network: IPv6 as the principle standard for networking: future-proof
— Wireless: 3G, GSM, WiFi, WiMax, TETRA, Satellite, etc

— Fixed: Ethernet

0
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Communications System

Features for SECRICOM BRLRICOM

Communications Networks
for the Emergency Services

N

Connectivity Reliability Deployability
Coverage Capacity ‘ Resilience Security Interoperablllty Cost

25 SEVENTH WORK

RRRRRRRRR



Type of Users SECRICOM

* Fixed, e.qg. office ]

 Nomadic, e.qg.
deployable office G

* Mobile, e.g. -
land/air/water ]
transport or on-foot

26 SEV K

EEEEEEEE
RRRRRRRRR



Project Secricom_Requirements
Chart yersion 3 28/2/09

Type of Traffic SECRICOM

1.1.4
Access to Agency
Archive Data

A 1143
S 1.1.4.2 Confidential Data —
Cont. Plans/Maps/ .
Hazard Data Secret, Patient,
Documents/Images Personal etc

11411((11.41.2 1'1'421'3 11414 1. 1421 11422 Uil 11424 11431]11.143.2 1'1'423'3 11434
. Mobile
Fax E-Mail Data CAD

LAt Fax E-Mail || Mobie CAD
| | | |

E-Mail CAD Data

| |
1.1.41.211.1.4.1.2.31.1.4.1.2. 1.1.4.2211.1.4.22.41.1.4.2.2. 1.1.4.3.2.11.1.4.3.2.41.1.4.3.2.
Intranet | | Extranet | | Internet Intranet | | Extranet | | Internet Intranet | | Extranet | | Internet

/ﬁ
)

Data
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Type of Traffic for Users

28

Push-To-Talk

) :
QinetiQ

s Qinetic) com

Mobile Mobile/Nomadic Fixed
Data
(Web, Chat, Email, etc)
Q
Video o
e £
£ &
i
Telephony

SECRICOM
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Strategic/Forward Command
Communications

SECRICOM

Forward Command with
Internal WiFi + Ethernet
for End Users

Forward Command with
Internal WiFi + Ethernet
for End Users

Forward Command with
Internal WiFi + Ethernet
for End Users

QinetiQ

www.QinetiQ.com

Satellite
Communications

Base
Slatluﬂ

pixed

Strategic
Command
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Forward-Command/Operations

_ _ SECRICOM
Communications

Mobile
SM/SDR/WiMax/WiFi/CB/Ham)
‘ W
Base

18
A
" Forward Command (TacticalGybund)
e ith Internal WiFi + Ethepfiet
o for End U: i
\ v (1@
o
A

r, 1
-
www.QinetiQ com
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Delivering Resilience SECRICOM

Resilience can be

best carried forward

to the frontline and
into the operations N\ | J /
space by the use of T e e
mobile communication s )
devices which are S G> =D © o =

_ Open

— Capable of communicating using multiple standards

0
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Holistic High Level View SECRICOM

The communications system
architecture allows:

— Technical interoperability,
thus able to extend
communications across
different agencies and
across different countries

— Technical expandability,
thus able to extend
communications to places
where communications not |“/ZEIL
usually available achieving
ubiquitous operations
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Operator High Level View SECRICOM

------

IPv4/6
Internet

Gateway

SDR/CR

User Support IT
(servers, etc)

L

End-User
Applications

Gateway

Control Centre

Cellular
Networks
(GSM/3G)

-
L p———

[ System Monitoring Centre 7
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Application Level Resilience

DNS Scwer 2

DNS Servers

S

Client 1
(PC based)

-

(rJ

WIFI
Access Paint

Internet

Cl|ent 2

(Smartphone)

Chem 3
(PDA)

GSM network I

RTF Server 2

RTP Servers

BTS | =
[ Ay
| L]
= &“ k.
: RTP Server 1 ‘:: ®
{ =0
: .~~~ RTP ServerN
' s
| .
| S
I
|

Switch N
5 5
= =[]
Backup of

I
I
|
I
|
|
Mirror of :
I
|

SECRICOM

Push-to-talk load

distribution

Client devices

*  Login — using DNS
Server

DNS Servers

. Select switch with lowest
load or first available
switch

Switch

. Select first available SIP
Server

SIP Server

. Create session on RTP
Server with lowest load

balance
RTP Servers
. Distribute

communication for
session participants
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System Convergence SECRICOM

Smartphones, PDAs and ruggedized Mobile Wi-Fi network
devices

|

|

i

1 ii

i

= = !
1 o

LS Uy
i & 0
| Gsm

|

Communication System

etwark
Br_}_S Mobile phone  Smartphone PDA  Ruggedized

Device

Zomimand
and Alert Nowhcation System

@

Localization
Systam

Gl

Hierarchy
and Group Mansgemsnt

[ ___________ Mobile Operator Network Mobile WiFi Network

IP Network

Wireless Broadband
Gateway

| Land Mohile Radio System

Management Console

IPICS Server
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Contributions from Partners SECRICOM

* User Requirements

 Infrastructure M -4\ ARDACO
mle <o 1T

UNIVERSITE DU l eti

LUXEMBOURG

 Applications A\ ARDACO M

® S of fcmitis. Y
§martrendsﬂ 7

of Sciences
PROGRAMME

Slovak Academy
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Contact SECRICOM

« SECRICOM Website (www.secricom.eu)
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Dr A Aldabbagh Mr J Stoodley
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Discussion
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